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Amendment Under Article 34 



5. Contents of Amendment 

(1) Claims 1, 2, 3, 4, 5, 6, and 7 have been canceled. 

(2) Page 1, lines 2 to 3 and 6 to 8, page 4, lines 16 to 18 and 21 to 
22 of the specification, "(a) vehicle-mounted communication 
device and (a) road-to-vehicle communication device" has been 
amended to "(a) road-to-vehicle communication device". 

(3) page 5, line 2 through page 14, line 14 of the specification, "In 
order to achieve the above-described objects, of the road-to- 
vehicle communication device." has been amended as follows. As a 
result, substituted sheets of pages 1 through 9 have been replaced 
and pages 1 through 14 have been omitted. 

"In order to achieve the above-described objects, aroad-to 
-vehicle communication device of the present invention comprises; 
a road-to-vehicle communication device comprising: road-side 
control means being located at a road side, including road-side 
communication means provided for intercommunication of 
information with vehicle-mounted communication means, and 
also including first encryption means for encrypting transmitted 
information and decoding received information, with a first 
electronic key; information control means including information 
transfer means which stores therein user information regarding 
at least one of a vehicle and a user and through which 
information is mutually transferred with respect to the vehicle- 



1 



mounted communication means, and also including second 
encryption means for encrypting output information and 
decoding input information, with a second electronic key; and 
vehicle-mounted control means being installed on a vehicle side, 
including vehicle-mounted communication means provided for 
intercommunication of information with respect to the road-side 
communication device and for mutual transfer of information 
with respect to said information control means, and also 
including third encryption means which, during the 
communication of information, encrypts transmitted information 
and decodes received information with the first electronic key, 
and which during the transfer of information, encrypts output 
information and decodes input information with the second 
electronic key. 

Meanwhile, each group of a road-to-vehicle 
communication device according to claim 8, wherein each group 
of said first encryption means and the road-side communication 
means, said second encryption means and the information 
transfer means, and said third encryption means and the 
vehicle-mounted communication means are provided on the 
same substrate. 

Further, according to the present invention, information 
is mutually communicated between the road-side 
communication means of the road-side control means and the 
vehicle-mounted communication means of the vehicle-mounted 
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control means. Further, information is mutually transferred 
between the vehicle-mounted communication means of the 
vehicle-mounted control means and the information transfer 
means of the information control means. 

During the communication of information, the road-side 
control means uses the first encryption means, with the first 
electronic key, to encrypt transmitted information to be 
transmitted to the vehicle-mounted control means and to decode 
received information from the vehicle-mounted control means. 
Further, the vehicle-mounted control means uses the third 
encryption means, with the first electronic key, to encrypt 
transmitted information to be transmitted to the road-side 
control means and to decode received information from the 
road-side control means. Accordingly, information can be 
encrypted using the first electronic key so as to be mutually 
communicated between the road-side control means and the 
vehicle-mounted control means, and therefore, the secrecy of 
information is maintained and the security thereof is thereby 
protected. 

During the transfer of information, the vehicle-mounted 
control means uses the third encryption means, with the second 
electronic key, to encrypt output information and to decode input 
information. The information transfer means stores therein user 
information regarding at least one of a vehicle and a user. When 
the user information is outputted to the vehicle-mounted control 
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means, the information transfer means uses the second 
encryption means, with the second electronic key, to encrypt, as 
output information, the user information and to decode input 
information from the vehicle-mounted control means. 
Accordingly, information can be encrypted using the second 
electronic key so as to be mutually transferred between the 
vehicle-mounted control means and the information transfer 
means, and therefore, the secrecy is maintained and the security 
is thereby protected. 

As described above, secrecy is independently held using 
different electronic keys respectively for the communication of 
information and for the transfer of information, and therefore, 
the security in the road-to-vehicle communication device can be 
improved. Further, since secrecy is independently held, leakage 
of information can be restrained to the minimum until the 
secrecy becomes clear. 

The above-described first, second, and third encryption 
means are each that which maintains secrecy, and therefore, so 
long as these encryption means are each made clear, the secrecy 
can be made clear. Accordingly, by providing each group of the 
first encryption means and the road-side communication means, 
the second encryption means and the information transfer 
means, and the third encryption means and the vehicle-mounted 
communication means on the same substrate, on the same chip, 
for example, decoding such as analysis becomes difficult and the 
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security of the road-to-vehicle communication device can be 
improved. 

In the road-to-vehicle communication device of the 
present invention, secrecy is independently held using different 
electronic keys, and therefore, there is an effect wherein the 
security of the road-to-vehicle communication device can be 
improved. 

Further, by providing the first, second, and third 
encryption means, respectively together with corresponding road- 
side communication means, information transfer means, and 
vehicle-mounted communication means, on the same substrate, 
there is an effect wherein decoding such as analysis becomes 
difficult, improving the security of the road-to-vehicle 
communication device/ 7 

(4) Page 14, line 20 of the Japanese specification, two Japanese 
characters "no-no" has been amended to "no". 

6. List of Appended Documents 

(1) Claims have been amended as per attached sheets. Pages59 
and 60 have been omitted. 

(2) Pages through 9 of the specification 
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SPECIFICATION 
ROAD-TO-VEHICLE COMMUNICATION DEVICE 



TECHNICAL FIELD 

The present invention relates to a road-to-vehicle 
communication device, and particularly to a vehicle-mounted 
communication device mounted on a vehicle and to a road-to- 
vehicle communication device which effects communication 
processing between the vehicle-mounted communication device 
and an on-road apparatus installed on a road side. 

BACKGROUND ART 

In recent years, an automatic toll collecting system has 
been developed which utilizes a toll pre-paid type card or a toll 
post-payment type card to receive charges for using charged 
facilities, for example, to receive a toll charged on a toll road. In the 
automatic toll collecting system, on-road apparatuses for road-to- 
vehicle communications (hereinafter referred to as "on-road 
apparatuses") with antennas, each of which serves as an 
interrogator for making inquiries with respect to a vehicle for 
information in order to collect tolls automatically at entrance and 
exit gates of the toll road, are provided on the road side, and each of 
vehicle-mounted apparatuses for road-to-vehicle communications 
(hereinafter referred to as "vehicle-mounted apparatuses") with 
antennas, each of which serves as a responder for responding to the 
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information, with respect to which an inquiry was made is mounted 
on the vehicle, whereby the information is transferred by radio 
communications between the vehicle-mounted apparatus and the 
on-road apparatus. 

In order to transfer the information between the vehicle- 
mounted apparatus and the on-road apparatus, toll information or 
vehicle information about a vehicle, and information about a user 
must be stored. For this reason, an IC card in which a large 
quantity of data can be stored may be used with information being 
written therein. 

However, as described above, when the information is 
transferred between the vehicle-mounted apparatus and the on- 
road apparatus or when the information is transferred to and 
received from the IC card, the information is used with a form 
thereof left unchanged. As a result, there exists a problem that a 
person not intended by a user can easily disclose contents of the 
information. 

Accordingly, there has been proposed an electronic 
identification system in which secrecy is kept by identifying that a 
transmitted secret code such as an inherent code coincides with at 
least one of a plurality of predetermined secret codes, thereby 
resulting in improvement of security (see Japanese Patent 
Publication No. 6-511097). 

However, in a conventional electronic identification 
system, only one kind of secret code is assigned to a user, and 
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therefore, secret codes must be set correspondingly to the number 
of users so as to identify a great number of users. For this reason, 
in a road-to-vehicle communication device in which information is 
transferred to and received from each of a great number of users, 
the load on the device increases. Further, only one kind of secret 
code is assigned to a user, and therefore, when the secret code 
leaks out, the security of a system used by the user, namely, of the 
road-to-vehicle communication device, deteriorates. 

Further, in order to collect a toll automatically by 
transferring information between the vehicle-mounted apparatus 
and the on-road apparatus, vehicle information about a vehicle and 
user information about a user, such as a balance of charges for 
accounting must be stored. Accordingly, the IC card in which a 
large quantity of data can be stored may be used with information 
being written therein. 

However, in a case of transferring the above-described 
information, when the information is used in a general description 
form, there exists a problem that a person that is not intended by a 
user or an information provider can illegally alter or falsify the 
contents of the information and can also unlawfully utilize such 
information. 

Accordingly, there has been proposed an automatic toll 
collecting system in which information communicated between an 
on-road apparatus and a vehicle-mounted apparatus is encoded so 
as to improve the security (see Japanese Patent Publication No. 6- 



3 



60237). In this system, encoded information stored in an IC card or 
encoded information from the on-road apparatus is made into a 
common sentence structure (made into a general descriptive form) 
in the vehicle-mounted apparatus, and processing for user 
information such as a balance of charges is effected. 

However, in the conventional automatic toll collecting 
system, the user information made into a common sentence 
structure in the vehicle-mounted apparatus is temporarily stored. 
Accordingly, a person that is not intended by the user or the 
information provider can easily falsify the contents of the user 
information about a user such as the balance of charges, and the 
like, thereby resulting in deterioration of security. 

In view of the above-described circumstances, an object of 
the present invention is to provide a road-to-vehicle 
communication device, that can improve security using a simple 
structure and in a simple manner. 

In addition to the above-described object, an object of the 
present invention is to provide a road-to-vehicle communication 
device that can allow communication of information using a simple 
structure by making it difficult to leak or falsify information. 

DISCLOSURE OF THE INVENTION 

In order to achieve the above-described objects, a road- 
to-vehicle communication device of the present invention 
comprises: road-side control means being located at a road side, 
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including road-side communication means and provided for 
intercommunication of information with vehicle-mounted 
communication means, and also including first encryption means 
for encrypting transmitted information, and decoding received 
information with a first electronic key; information control means 
including information transfer means which stores therein user 
information regarding at least one of a vehicle and a user and 
through which information is mutually transferred with respect to 
the vehicle-mounted communication means, and also including 
second encryption means for encrypting output information, and 
decoding input information with a second electronic key; and 
vehicle-mounted control means being installed on a vehicle side, 
including vehicle-mounted communication means provided for 
intercommunication of information with respect to the road-side 
communication device and for mutual transfer of information with 
respect to the information control means, and also including third 
encryption means which, during the communication of 
information, encrypts transmitted information and decodes 
received information with the first electronic key, and which 
during the transfer of information, encrypts output information 
and decodes input information with the second electronic key. 

Meanwhile, each group of the first encryption means and 
the road-side communication means, the second encryption 
means and the information transfer means, and the third 



5 



encryption means and the vehicle-mounted communication 
means are provided on the same substrate. 

Further, according to the present invention, information 
is mutually communicated between the road-side communication 
means of the road-side control means and the vehicle-mounted 
communication means of the vehicle-mounted control means. 
Further, information is mutually transferred between the 
vehicle-mounted communication means of the vehicle-mounted 
control means and the information transfer means of the 
information control means. 

During the communication of information, the road-side 
control means uses the first encryption means, with the first 
electronic key, to encrypt transmitted information to be 
transmitted to the vehicle-mounted control means and to decode 
received information from the vehicle-mounted control means. 
Further, the vehicle-mounted control means uses the third 
encryption means, with the first electronic key, to encrypt 
transmitted information to be transmitted to the road- side control 
means and to decode received information from the road-side 
control means. Accordingly, information can be encrypted using 
the first electronic key so as to be mutually communicated 
between the road-side control means and the vehicle-mounted 
control means, and therefore, the secrecy of information is 
maintained and the security thereof is thereby protected. 
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During the transfer of information, the vehicle-mounted 
control means uses the third encryption means, with the second 
electronic key, to encrypt output information and to decode input 
information. The information transfer means stores therein user 
information regarding at least one of a vehicle and a user. When 
the user information is outputted to the vehicle-mounted control 
means, the information transfer means uses the second 
encryption means, with the second electronic key, to encrypt, as 
output information, the user information and to decode input 
information from the vehicle-mounted control means. 
Accordingly, information can be encrypted using the second 
electronic key so as to be mutually transferred between the 
vehicle-mounted control means and the information transfer 
means, and therefore, the secrecy is maintained and the security 
is thereby protected. 

As described above, secrecy is independently held using 
different electronic keys respectively for the communication of 
information and for the transfer of information, and therefore, the 
security in the road-to-vehicle communication device can be 
improved. Further, since secrecy is independently held, leakage of 
information can be restrained to the minimum until the secrecy 
becomes clear. 

The above-described first, second, and third encryption 
means are each that which maintains secrecy, and therefore, so 
long as these encryption means are each made clear, the secrecy 
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can be made clear. Accordingly, by providing each group of the 
first encryption means and the road-side communication means, 
the second encryption means and the information transfer means, 
and the third encryption means and the vehicle-mounted 
communication means on the same substrate, on the same chip, 
for example, decoding such as analysis becomes difficult and the 
security of the road-to-vehicle communication device can be 
improved. 

In the road-to-vehicle communication device of the 
present invention, secrecy is independently held using different 
electronic keys, and therefore, there is an effect wherein the 
security of the road-to-vehicle communication device can be 
improved. 

Further, by providing the first, second, and third 
encryption means, respectively together with corresponding road- 
side communication means, information transfer means, and 
vehicle-mounted communication means, on the same substrate, 
there is an effect wherein decoding such as analysis becomes 
difficult, improving the security of the road-to-vehicle 
communication device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram that shows an automatic toll 
receiving system according to a first embodiment of the present 
invention. 
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Fig. 2 is a schematic perspective view that shows a mid- 
route in the automatic toll receiving system of the first 
embodiment. 

Fig. 3 is a block diagram that shows a vehicle-mounted 
apparatus of the first embodiment. 
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WHAT IS CLAIMED IS: 

1. (canceled) 

2. (canceled) 

3. (canceled) 

4. (canceled) 

5. (canceled) 

6. (canceled) 

7. (canceled) 

8. A road-to-vehicle communication device comprising: 
road-side control means being located at a road side, 

including road-side communication means provided for 
intercommunication of information with vehicle-mounted 
communication means, and also including first encryption means 
for encrypting transmitted information and decoding received 
information, with a first electronic key; 

information control means including information transfer 
means which stores therein user information regarding at least 
one of a vehicle and a user and through which information is 
mutually transferred with respect to the vehicle-mounted 
communication means, and also including second encryption 
means for encrypting output information and decoding input 
information, with a second electronic key; and 

vehicle-mounted control means being installed on a 
vehicle side, including vehicle-mounted communication means 
provided for intercommunication of information with respect to 
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the road-side communication device and for mutual transfer of 
information with respect to said information control means, and 
also including third encryption means which, during the 
communication of information, encrypts transmitted information 
and decodes received information with the first electronic key, and 
which during the transfer of information, encrypts output 
information and decodes input information with the second 
electronic key. 

9. A road- to- vehicle communication device according to 

claim 8, wherein each group of said first encryption means and the 
road-side communication means, said second encryption means 
and the information transfer means, and said third encryption 
means and the vehicle-mounted communication means are 
provided on the same substrate. 
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Amendment Under Article 34 



5. Contents of Amendment 

(1) Claims 1, 2, 3, 4, 5, 6, and 7 have been canceled. 

(2) Page 1, lines 2 to 3 and 6 to 8, page 4, lines 16 to 18 and 21 to 
22 of the specification, "(a) vehicle-mounted communication 
device and (a) road-to-vehicle communication device" has been 
amended to "(a) road-to-vehicle communication device". 

(3) page 5, line 2 through page 14, line 14 of the specification, "In 
order to achieve the above-described objects, of the road-to- 
vehicle communication device." has been amended as follows. As a 
result, substituted sheets of pages 1 through 9 have been replaced 
and pages 1 through 14 have been omitted. 

"In order to achieve the above-described objects, a road-to 
-vehicle communication device of the present invention comprises; 
a road-to-vehicle communication device comprising: road-side 
control means being located at a road side, including road-side 
communication means provided for intercommunication of 
information with vehicle-mounted communication means, and 
also including first encryption means for encrypting transmitted 
information and decoding received information, with a first 
electronic key; information control means including information 
transfer means which stores therein user information regarding 
at least one of a vehicle and a user and through which 
information is mutually transferred with respect to the vehicle- 
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mounted communication means, and also including second 
encryption means for encrypting output information and 
decoding input information, with a second electronic key; and 
vehicle-mounted control means being installed on a vehicle side, 
including vehicle-mounted communication means provided for 
intercommunication of information with respect to the road-side 
communication device and for mutual transfer of information 
with respect to said information control means, and also 
including third encryption means which, during the 
communication of information, encrypts transmitted information 
and decodes received information with the first electronic key, 
and which during the transfer of information, encrypts output 
information and decodes input information with the second 
electronic key. 

Meanwhile, each group of a road-to-vehicle 
communication device according to claim 8, wherein each group 
of said first encryption means and the road-side communication 
means, said second encryption means and the information 
transfer means, and said third encryption means and the 
vehicle-mounted communication means are provided on the 
same substrate. 

Further, according to the present invention, information 
is mutually communicated between the road-side 
communication means of the road-side control means and the 
vehicle-mounted communication means of the vehicle-mounted 
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control means. Further, information is mutually transferred 
between the vehicle-mounted communication means of the 
vehicle-mounted control means and the information transfer 
means of the information control means. 

During the communication of information, the road-side 
control means uses the first encryption means, with the first 
electronic key, to encrypt transmitted information to be 
transmitted to the vehicle-mounted control means and to decode 
received information from the vehicle-mounted control means. 
Further, the vehicle-mounted control means uses the third 
encryption means, with the first electronic key, to encrypt 
transmitted information to be transmitted to the road-side 
control means and to decode received information from the 
road-side control means. Accordingly, information can be 
encrypted using the first electronic key so as to be mutually 
communicated between the road-side control means and the 
vehicle-mounted control means, and therefore, the secrecy of 
information is maintained and the security thereof is thereby 
protected. 

During the transfer of information, the vehicle-mounted 
control means uses the third encryption means, with the second 
electronic key, to encrypt output information and to decode input 
information. The information transfer means stores therein user 
information regarding at least one of a vehicle and a user. When 
the user information is outputted to the vehicle-mounted control 
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means, the information transfer means uses the second 
encryption means, with the second electronic key, to encrypt, as 
output information, the user information and to decode input 
information from the vehicle-mounted control means. 
Accordingly, information can be encrypted using the second 
electronic key so as to be mutually transferred between the 
vehicle-mounted control means and the information transfer 
means, and therefore, the secrecy is maintained and the security 
is thereby protected. 

As described above, secrecy is independently held using 
different electronic keys respectively for the communication of 
information and for the transfer of information, and therefore, 
the security in the road-to-vehicle communication device can be 
improved. Further, since secrecy is independently held, leakage 
of information can be restrained to the minimum until the 
secrecy becomes clear. 

The above-described first, second, and third encryption 
means are each that which maintains secrecy, and therefore, so 
long as these encryption means are each made clear, the secrecy 
can be made clear. Accordingly, by providing each group of the 
first encryption means and the road-side communication means, 
the second encryption means and the information transfer 
means, and the third encryption means and the vehicle-mounted 
communication means on the same substrate, on the same chip, 
for example, decoding such as analysis becomes difficult and the 
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security of the road-to-vehicle communication device can be 
improved. 

In the road-to-vehicle communication device of the 
present invention, secrecy is independently held using different 
electronic keys, and therefore, there is an effect wherein the 
security of the road-to-vehicle communication device can be 
improved. 

Further, by providing the first, second, and third 
encryption means, respectively together with corresponding road- 
side communication means, information transfer means, and 
vehicle-mounted communication means, on the same substrate, 
there is an effect wherein decoding such as analysis becomes 
difficult, improving the security of the road-to-vehicle 
communication device/ 7 

(4) Page 14, line 20 of the Japanese specification, two Japanese 
characters "no-no" has been amended to "no". 

6. List of Appended Documents 

(1) Claims have been amended as per attached sheets. Pages59 
and 60 have been omitted. 

(2) Pages through 9 of the specification 
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SPECIFICATION 
ROAD-TO-VEHICLE COMMUNICATION DEVICE 

TECHNICAL FIELD 

The present invention relates to a road-to-vehicle 
communication device, and particularly to a vehicle-mounted 
communication device mounted on a vehicle and to a road-to- 
vehicle communication device which effects communication 
processing between the vehicle-mounted communication device 
and an on-road apparatus installed on a road side. 

BACKGROUND ART 

In recent years, an automatic toll collecting system has 
been developed which utilizes a toll pre-paid type card or a toll 
post-payment type card to receive charges for using charged 
facilities, for example, to receive a toll charged on a toll road. In the 
automatic toll collecting system, on-road apparatuses for road-to- 
vehicle communications (hereinafter referred to as "on-road 
apparatuses") with antennas, each of which serves as an 
interrogator for making inquiries with respect to a vehicle for 
information in order to collect tolls automatically at entrance and 
exit gates of the toll road, are provided on the road side, and each of 
vehicle-mounted apparatuses for road-to-vehicle communications 
(hereinafter referred to as "vehicle-mounted apparatuses") with 
antennas, each of which serves as a responder for responding to the 
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information, with respect to which an inquiry was made is mounted 
on the vehicle, whereby the information is transferred by radio 
communications between the vehicle-mounted apparatus and the 
on-road apparatus. 

In order to transfer the information between the vehicle- 
mounted apparatus and the on-road apparatus, toll information or 
vehicle information about a vehicle, and information about a user 
must be stored. For this reason, an IC card in which a large 
quantity of data can be stored may be used with information being 
written therein. 

However, as described above, when the information is 
transferred between the vehicle-mounted apparatus and the on- 
road apparatus or when the information is transferred to and 
received from the IC card, the information is used with a form 
thereof left unchanged. As a result, there exists a problem that a 
person not intended by a user can easily disclose contents of the 
information. 

Accordingly, there has been proposed an electronic 
identification system in which secrecy is kept by identifying that a 
transmitted secret code such as an inherent code coincides with at 
least one of a plurality of predetermined secret codes, thereby 
resulting in improvement of security (see Japanese Patent 
Publication No. 6-511097). 

However, in a conventional electronic identification 
system, only one kind of secret code is assigned to a user, and 
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therefore, secret codes must be set correspondingly to the number 
of users so as to identify a great number of users. For this reason, 
in a road-to-vehicle communication device in which information is 
transferred to and received from each of a great number of users, 
the load on the device increases. Further, only one kind of secret 
code is assigned to a user, and therefore, when the secret code 
leaks out, the security of a system used by the user, namely, of the 
road-to-vehicle communication device, deteriorates. 

Further, in order to collect a toll automatically by 
transferring information between the vehicle-mounted apparatus 
and the on-road apparatus, vehicle information about a vehicle and 
user information about a user, such as a balance of charges for 
accounting must be stored. Accordingly, the IC card in which a 
large quantity of data can be stored may be used with information 
being written therein. 

However, in a case of transferring the above-described 
information, when the information is used in a general description 
form, there exists a problem that a person that is not intended by a 
user or an information provider can illegally alter or falsify the 
contents of the information and can also unlawfully utilize such 
information. 

Accordingly, there has been proposed an automatic toll 
collecting system in which information communicated between an 
on-road apparatus and a vehicle-mounted apparatus is encoded so 
as to improve the security (see Japanese Patent Publication No. 6- 
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60237). In this system, encoded information stored in an IC card or 
encoded information from the on-road apparatus is made into a 
common sentence structure (made into a general descriptive form) 
in the vehicle-mounted apparatus, and processing for user 
information such as a balance of charges is effected. 

However, in the conventional automatic toll collecting 
system, the user information made into a common sentence 
structure in the vehicle-mounted apparatus is temporarily stored. 
Accordingly, a person that is not intended by the user or the 
information provider can easily falsify the contents of the user 
information about a user such as the balance of charges, and the 
like, thereby resulting in deterioration of security. 

In view of the above-described circumstances, an object of 
the present invention is to provide a road-to-vehicle 
communication device, that can improve security using a simple 
structure and in a simple manner. 

In addition to the above-described object, an object of the 
present invention is to provide a road-to-vehicle communication 
device that can allow communication of information using a simple 
structure by making it difficult to leak or falsify information. 

DISCLOSURE OF THE INVENTION 

In order to achieve the above-described objects, a road- 
to-vehicle communication device of the present invention 
comprises: road-side control means being located at a road side, 



4 



including road-side communication means and provided for 
intercommunication of information with vehicle-mounted 
communication means, and also including first encryption means 
for encrypting transmitted information, and decoding received 
information with a first electronic key; information control means 
including information transfer means which stores therein user 
information regarding at least one of a vehicle and a user and 
through which information is mutually transferred with respect to 
the vehicle-mounted communication means, and also including 
second encryption means for encrypting output information, and 
decoding input information with a second electronic key; and 
vehicle-mounted control means being installed on a vehicle side, 
including vehicle-mounted communication means provided for 
intercommunication of information with respect to the road-side 
communication device and for mutual transfer of information with 
respect to the information control means, and also including third 
encryption means which, during the communication of 
information, encrypts transmitted information and decodes 
received information with the first electronic key, and which 
during the transfer of information, encrypts output information 
and decodes input information with the second electronic key. 

Meanwhile, each group of the first encryption means and 
the road-side communication means, the second encryption 
means and the information transfer means, and the third 
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encryption means and the vehicle-mounted communication 
means are provided on the same substrate. 

Further, according to the present invention, information 
is mutually communicated between the road-side communication 
means of the road-side control means and the vehicle-mounted 
communication means of the vehicle-mounted control means. 
Further, information is mutually transferred between the 
vehicle-mounted communication means of the vehicle-mounted 
control means and the information transfer means of the 
information control means. 

During the communication of information, the road-side 
control means uses the first encryption means, with the first 
electronic key, to encrypt transmitted information to be 
transmitted to the vehicle-mounted control means and to decode 
received information from the vehicle-mounted control means. 
Further, the vehicle-mounted control means uses the third 
encryption means, with the first electronic key, to encrypt 
transmitted information to be transmitted to the road-side control 
means and to decode received information from the road-side 
control means. Accordingly, information can be encrypted using 
the first electronic key so as to be mutually communicated 
between the road-side control means and the vehicle-mounted 
control means, and therefore, the secrecy of information is 
maintained and the security thereof is thereby protected. 
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During the transfer of information, the vehicle-mounted 
control means uses the third encryption means, with the second 
electronic key, to encrypt output information and to decode input 
information. The information transfer means stores therein user 
information regarding at least one of a vehicle and a user. When 
the user information is outputted to the vehicle-mounted control 
means, the information transfer means uses the second 
encryption means, with the second electronic key, to encrypt, as 
output information, the user information and to decode input 
information from the vehicle-mounted control means. 
Accordingly, information can be encrypted using the second 
electronic key so as to be mutually transferred between the 
vehicle-mounted control means and the information transfer 
means, and therefore, the secrecy is maintained and the security 
is thereby protected. 

As described above, secrecy is independently held using 
different electronic keys respectively for the communication of 
information and for the transfer of information, and therefore, the 
security in the road-to-vehicle communication device can be 
improved. Further, since secrecy is independently held, leakage of 
information can be restrained to the minimum until the secrecy 
becomes clear. 

The above-described first, second, and third encryption 
means are each that which maintains secrecy, and therefore, so 
long as these encryption means are each made clear, the secrecy 
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can be made clear. Accordingly, by providing each group of the 
first encryption means and the road-side communication means, 
the second encryption means and the information transfer means, 
and the third encryption means and the vehicle-mounted 
communication means on the same substrate, on the same chip, 
for example, decoding such as analysis becomes difficult and the 
security of the road-to-vehicle communication device can be 
improved. 

In the road-to-vehicle communication device of the 
present invention, secrecy is independently held using different 
electronic keys, and therefore, there is an effect wherein the 
security of the road-to-vehicle communication device can be 
improved. 

Further, by providing the first, second, and third 
encryption means, respectively together with corresponding road- 
side communication means, information transfer means, and 
vehicle-mounted communication means, on the same substrate, 
there is an effect wherein decoding such as analysis becomes 
difficult, improving the security of the road-to-vehicle 
communication device. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Fig. 1 is a block diagram that shows an automatic toll 
receiving system according to a first embodiment of the present 
invention. 
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Fig. 2 is a schematic perspective view that shows a mid- 
route in the automatic toll receiving system of the first 
embodiment. 

Fig. 3 is a block diagram that shows a vehicle-mounted 
apparatus of the first embodiment. 
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WHAT IS CLAIMED IS: 

1. (canceled) 

2. (canceled) 

3. (canceled) 

4. (canceled) 

5. (canceled) 

6. (canceled) 

7. (canceled) 

8. A road-to-vehicle communication device comprising: 
road-side control means being located at a road side, 

including road-side communication means provided for 
intercommunication of information with vehicle-mounted 
communication means, and also including first encryption means 
for encrypting transmitted information and decoding received 
information, with a first electronic key; 

information control means including information transfer 
means which stores therein user information regarding at least 
one of a vehicle and a user and through which information is 
mutually transferred with respect to the vehicle-mounted 
communication means, and also including second encryption 
means for encrypting output information and decoding input 
information, with a second electronic key; and 

vehicle-mounted control means being installed on a 
vehicle side, including vehicle-mounted communication means 
provided for intercommunication of information with respect to 
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the road-side communication device and for mutual transfer of 
information with respect to said information control means, and 
also including third encryption means which, during the 
communication of information, encrypts transmitted information 
and decodes received information with the first electronic key, and 
which during the transfer of information, encrypts output 
information and decodes input information with the second 
electronic key. 

9. A road-to-vehicle communication device according to 

claim 8, wherein each group of said first encryption means and the 
road-side communication means, said second encryption means 
and the information transfer means, and said third encryption 
means and the vehicle-mounted communication means are 
provided on the same substrate. 
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